  
	
	Application Form for Mentorship Programme
                                                                          ...initiative from SecurityXploded


	



	SecurityXploded Mentorship Programme
	A free project to educate deserving Students in the field of Computer Security

	

	Name
	

	Date of Birth
	
	/(yyyy-mm-dd)

	Address
	

	PIN Code
	

	 Country
	

	College/University
	

	Phone
	

	E-Mail
	


	Additional Info (Blogs, Websites or other achievements – Computer security relevant):

	
Agreement: By signing this form you agree to the terms and conditions of SecurityXploded Mentorship Programme. For more information please visit here.

Screening Questions: Qualifications are based on Answers to Screening Questions put forth below.


	Signature
	

	Date
	
	/(yyyy-mm-dd)



Important information:
i) Last date to apply for the programme is 15-June-2015 (15/06/2015).
ii) Send your application form to: team@securityxploded.com 
iii) Keep the email subject name: [Your_name/college/university name] Mentorship Programme Application Form .
iv) Please don’t write anything in the email body.
v) Final list of selected students will be announced on 15-July-2015 (15/07/2015).
vi) For additional queries and question, announcement updates please join our mailing list.










Note: This section is containing 10 screening questions. Selection of right candidate will be based on answers to these questions. Please keep the answers specific to the problem.

Q1. What will be the output of the below code? Explain in detail.
 
	int main()
		{
			int i = 0;
			dummy(i);
		}
	int dummy(int i)
		{
			i = i + 1;
			if (i == 10){return true;}
			dummy(i);
			printf(“Value of i: %d\n”, i);
		}

Solution:





















Q2. What is the problem in the below code from security perspective?

		int main()
		{
		 	char a[300];
			printf(“enter your name: ”);
			scanf(“%s”,&a);
		}

Solution:













Q3. Write down the difference between the following:
1. lea EAX,[EBX+5]
2. mov EAX, dword ptr DS:[EBX+5]

Solution:














Q4. What is the difference between a JMP and CALL instruction? Explain with Example. 

Solution:











Q5.  What is the difference between an interrupt and exception?  Explain the role of IDT (Interrupt Descriptor Table).

Solution:























Q6. Write down the difference between INT 0x2E and SYSENTER instructions. Which one is faster and why?  	

Solution:














Q7. What are breakpoints and how software breakpoint (INT 3) works?

Solution:





















Q8. What is Stack? Explain the meaning of LIFO with the help of example.

Solution:















Q9. What is User mode and Kernel mode? How User mode applications talks with kernel?

Solution:























Q10.  Explain some of the commonly used DLL Injection techniques.

Solution:
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